
CaptiveAire’s proprietary CASLink 

building management system is the 

most convenient way to monitor and 

control HVAC, lighting, and more 

from any location. CASLink protects 

your data and infrastructure through 

strict security standards.

SECURE BUILDING
MANAGEMENT

CASLINK SECURITY FEATURES
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Safely Encrypted

All connections from user devices 
and CASLink’s IoT module to 
CaptiveAire’s Cloud require 
authentication and encryption with 
SSL, TLS, or other advanced 
encryption technologies.

Multifactor Authentication
CASLink requires multifactor 
authentication for all user access.  
The advanced multifactor 
technology provides two-factor 
authentication and visibility into 
connected devices enabling the 
enforcement of device security 
standards before granting access, 
thus mitigating any risk from 
infected user devices. 

Strict data authorization policies 
protect data from unauthorized 
users.

Secure Connection

CASLink’s IoT module uses a 
secured cellular connection, per 
device authentication, and a 
security-enhanced communication 
channel for sending and receiving 
data from CASLink.  

The cellular connection provides for 
an easier installation process and 
isolation from a facilities network.  

Over-the-air deployment of updates 
help keep IoT devices up to date 
and secure.


